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1. SCOPE

CPFL Group, through its Information Security department, and in line with the purposes and
requirements of the business, establishes in this policy the rules and guidelines to be complied
with and applied to people, processes and technology in order to protect information owned by
CPFL Group or held by them and establish the rules for classifying data and information as to
their relevance and the adequate level of protection of CPFL Group's information assets
according to their value, legal requirements, sensitivity and criticality for preventing unauthorized
modification or disclosure.

This document reassures the commitment of CPFL Group to business security and good market
practices.

The Executive Board of CPFL Group has established and supports the Information Security
Guidelines in order to protect the information assets and ensure the continuance of business in
case of adverse events that may affect the confidentiality, integrity and availability of data and
systems and information assets owned by CPFL Group and/or under its custody.

The guidelines set out in this document provide a comprehensive view of Information Security
(including cybersecurity) applied to the company's business and high-level concepts that must
be observed by everyone who somehow uses technological resources, information and/or
physically accesses the premises of CPFL Group companies.

When necessary, the provisions of this Policy will be detailed in specific rules, procedures or
standards.

2. SCOPE OF APPLICATION

2.1. Company
This Policy is applicable to CPFL Group and all its subsidiaries and/or affiliates, including those
operating in the generation, transmission, distribution and sale of electricity.

2.2. Department
All areas of CPFL Group.

3. DEFINITIONS

3.1. Basic Concepts

All technological resources, information systems and business processes have a value and must
be protected according to their importance and criticality for the business. The Information
Security Management System aims to protect the assets of CPFL Group, whether in a physical
or digital environment, ensuring the continuance of business by minimizing possible losses and
mitigating the risks to which the assets are exposed, always considering the following
requirements:
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e CONFIDENTIALITY: The assurance that the information is accessed only by duly
authorized users. This can be ensured through encryption of stored and transmitted data,
access controls, data classification, and procedures with adequate training.

e INTEGRITY: The assurance that the information is complete, entire and full at the time it
is accessed, without any change in its content in relation to when it was stored.
Compliance with this security attribute ensures that intruders or errors made by users will
not jeopardize the accuracy and integrity of the information, as well as authenticity
(certainty as to authorship or origin of the information), non-repudiation (impossibility of
denying liability for the acts performed) and auditability (ease of reaching the origin and
consistency of the information). This can be maintained through encryption techniques,
recording user logs, review processes and approval by different levels of changes in
systems and information.

e AVAILABILITY: Assurance that the information is available to the user (who has such
access authorization) and to the information system at the time required by CPFL Group,
even in the event of a disaster. This can be maintained through backup procedures and
respective storage management.

e INFORMATION SECURITY: Protection of information against threats, whether in a
physical or digital environment, to ensure the continuity of CPFL Group's core activities,
minimize risks and maximize the efficiency and effectiveness of the actions carried out by
CPFL Group.

o INFORMATION SECURITY INCIDENT: Occurrence that compromises or may potentially
compromise the availability, integrity, confidentiality or authenticity, adverse, unwanted or
unexpected, confirmed or suspected event that may compromise the confidentiality,
integrity or availability of information, whether they are in the physical or logical
environment CPFL Group.

¢ MAJOR IMPACT INCIDENT: It is established based on the severity rating included in
CPFL Group's information security risk management process.

e PERSONAL DATA INCIDENT: Security incident that accidentally or illicitly causes the
destruction, loss, alteration, disclosure or unauthorized access to personal data of
individuals transmitted, preserved or subject to any other type of handling by CPFL
Group.

e CONFIDENTIAL INFORMATION: Information that if compromised may negatively
impact the provision of services to people and adversely affect the business of CPFL
Group and third parties.

o CYBERSECURITY: subclass of Information Security, since its purpose is to protect
information security in a digital environment, that is, protects assets against cyber threats
and malicious attacks.

e CPFL GROUP: CPFL Energia S.A., and all its subsidiaries and/or affiliates, except for
companies with their own governance and management standards the control of which is
shared with other companies.

Document No.: | Category: Version: | Approved by: Publication Date: | Page:




Document Type:

— Application Area:

CPFL Document Title:

ENERGIA

e SUBSIDIARIES: Companies directly or indirectly controlled by CPFL Energia.

e AFFILIATES: Companies in which CPFL Energia holds a 50% or less interest, directly or
indirectly.

o INFORMATION NETWORK: The Company’s corporate data network comprising all its
own and third-party telecommunications infrastructure intended for Information
Technology assets.

3.2. General Concepts

e Good Information Security Practices
The recommendations contained in standards and bodies such as those listed below
are considered good information security practices: ISO/IEC 27001, ISO/IEC 31000,
OWASP (www.owasp.org), NIST (www.nist.gov), ISACA (www.isaca.com.br), SANS
(www.sans.org) and others internationally recognized;

e Security Settings (Baselines)
Information security configuration requirements, recommendations, and best practices
for resources/assets. These are the minimum settings acceptable by CPFL Group for
assets/resources within each context;

e Control
Any resource or measure that ensures ways to handle risks, including reduction,
elimination or transfer. Information security is materialized by implementation and
proper maintenance of controls. Controls may be understood as: policies, processes,
organizational structures, standard techniques, software, hardware and others;

e Manager
Employee in a leadership role, such as: president, vice president, officer, manager,
coordinator, leader or section chief;

e Information
Any organized set of data that has some purpose and value for CPFL Group, its
customers, partners and employees. The information may be owned by the company,
or be directly in its custody (filing and internal processing) or in the custody of third
parties (suppliers, partners and service providers that support CPFL Group's
activities), such as, for example, cloud stored information

e Least Privilege and Need to Know principles
These principles should govern the authorization of any access to systems and
information. According to them, only the minimum level of access (Least Privilege)
should be granted to those who really need access (Need to Know). That is, access
must be granted to the minimum necessary extent to the performance of the work,
taking into accounting what is needed for the duty to be performed,;
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e Resources
Any resource, tangible or intangible, belonging to, at the service of or under the
responsibility of CPFL Group, which has value for the company. Resources will
include: physical environments, technologies, contracted services, cloud services,
systems and processes;

o Critical Resources
Essential resources for the operation of CPFL Group and that have critical or sensitive
information, also known as critical assets. Resources can be typified as: people,
technology, and data/information. In which regards technology, we have the
infrastructure elements, information systems and tools;

e Risk (s)
Any uncertainty in relation to events or situations to which the institution is exposed and
which may impact business results.

e Threat
Any potential cause of an unwanted incident that could impact the business purposes.
Threats can be internal or external, intentional or unintentional;

e Vulnerability
Weakness of an asset or control that can be exploited by one or more threats. It means
the absence or weakness of a preventive measure that can be exploited.

e Security Controls
Preventive measures or countermeasures used to mitigate potential risks

3.3. Specific Concepts

o Categories of Responsibilities
CPFL Group adopts the system of categories and responsibilities to operationalize the
control of security-related rights and duties.

e Person in Charge of the Asset
Every application, system or critical information shall have a designated Person in
Charge. The Person in Charge shall define the classification of information and the
access profile per user (including privileges) in order to ensure compliance with
information security requirements (confidentiality, integrity and availability), as well as
guarantee the retention of evidence of the execution of their controls for submission in
case of audits or if it is required to comply with regulations;

e Asset Depositary
The Depositaries have physical or logical possession of the information. Depositaries
are responsible for the custody of information, and also for the implementation of
access control systems and backups. The Depositaries are also responsible for the
implementation, operation and maintenance of security measures in accordance with
the classification of information carried out by the Persons in Charge;
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e User
Users are responsible for familiarizing themselves and complying with all applicable
Information Security items. Questions about the proper handling of a specific type of
information should be addressed to the Asset Depositary, the Person in Charge of the
Asset, or the Information Security Management;

4. REFERENCE DOCUMENTS

ABNT/ISO 27001-2013;

ABNT/ISO 27002-2013;

ABNT/ISO 27032-2013;

ABNT/ISO 31000-20009;

GED 18744 - CPFL Group Information Classification

GED 13307 - CPFL Group's Risk Management Policy

GED 14634 - Use of CPFL Group's Email

GED 18744 - CPFL Group Information Classification

GED 19127 - CPFL Group's Safe Disposal Standard

GED 18928 - CPFL Group’s General Data Protection Standard

GED 14141 - CPFL Group’s Access Management Standard

GED 18851 - CPFL Group’s Information Security Incident Response Plan;
GED 19232 - CPFL Group’s Code of Ethical Conduct;

This Policy is supplemented by other CPFL Group’s Standards and Procedures.

5. RESPONSIBILITIES

Every Employee, regardless of position, function or place of work, is responsible for the security
of CPFL Group's information and shall comply with the provisions of this policy and the
standards and procedures related to it. The obligations and responsibilities of those involved are
set out below:

e Employee:

v To safely, responsibly, morally and ethically use all information, data, systems and
technology tools made available by CPFL Group;

v" To protect information against access, disclosure, modification or destruction not
authorized by CPFL Group;

v" Ensure that equipment and technological resources available to him/her are used only
for the purposes approved by CPFL Group;

v" To properly dispose of printed/logical documents and information according to their
degree of classification and in compliance with the Information Security guidelines;

v' To notify the Information Security department about violations of the Information
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Security Policy and/or other standards and procedures, as well as about security and
personal data incidents that they become aware of;

v" To ensure the confidentiality of the information to which he/she has gained access as
an Employee of CPFL Group, even after leaving the company;

v' To actively participate in the Information Security Awareness and Disclosure
Program.

e Manager:

v' To inform, at the stage of hiring and execution of individual employment contracts,
the responsibility for complying with policies, standards and procedures related to
information security;

v To comply with and enforce this Policy, the Information Security Standards and
Procedures;

v" To require partners, service providers and other external entities to execute the
confidentiality agreement regarding the information to which they will have access;

v" To develop, with the support of the Information Security Management, information
security procedures related to their areas, providing the necessary information and
keeping it updated;

v" To inform, whenever necessary, updates regarding processes and/or data records of
employees so that permissions can be granted or revoked as necessary;

v' To ensure that their subordinates have access to and get knowledge of this Policy
and information security standards;

v' To periodically assess the degree of secrecy and security necessary to protect the
information under his/her responsibility and that of his/her team;

v' To designate more than one person as responsible for acting in processes and
operations susceptible to fraud and take due care to preserve the division of duties;

v’ To call the relevant departments for application of penalties applicable to Employees
who violate the information security guidelines provided for in the CPFL Group's
Code of Conduct, in this document and in other related standards and procedures;

v To authorize his/her employees to access systems and environments only when such
access is really necessary and according to the concepts of “least privilege” and “need
to know” that must be essentially related to the duties and tasks performed by them;

v' To encourage his/her teams and employees to participate in actions related to the
Information Security Awareness and Disclosure Program.
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e Information Security Management:

v To seek alignment with the organization's guidelines;

v' To propose methodologies and processes related to information security, such as

v

v

information classification, risk assessment, vulnerability analysis, etc.;

To guide and coordinate information security actions, enforcing execution in
compliance with what has been established;

To perform all activities inherent in the vulnerability handling cycle;

To seek the safe use of networks and services of electric power stations;

To engage the areas in charge of corrections in the timely handling of vulnerabilities;
To identify new threats, monitor existing ones, and track fixes;

To update this document whenever applicable;

To conduct and monitor vulnerability tests;

To create simulations of scenarios and threats for resilience tests, analysis of tools
and capacity and response time;

To create procedures and controls to reduce vulnerability to incidents and meet other
cybersecurity objectives;

To define the rules for installing software and hardware in CPFL Group;

To approve personal equipment (smartphones and notebooks) for use on the CPFL
Group's network;

To keep an updated record and control of all access releases granted, promptly
suspending and altering such releases whenever it is requested in writing;

To develop, disseminate and establish programs for awareness and dissemination of
the Information Security Policy and cybersecurity culture;

To implement, monitor and report the performance of programs for the training and
periodic evaluation of personnel and actions of the annual awareness program;

To disseminate the cybersecurity culture;

To create measures to raise awareness and educate CPFL Group employees on
cybersecurity aspects;
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v" To conduct the Information Security Risk Management process;

v To conduct the Management of Information Security Incidents, including
investigations to determine the causes and persons responsible and the
communication of the facts that occurred;

v' To identify, protect, diagnose, respond to and recover from cyber incidents and
prevent, detect, respond to and reduce vulnerability to cyber incidents;

v' To identify, assess, classify and handle cyber risks within the structure established by
CPFL Group;

v" To seek cooperation between the various agents involved with the aim of mitigating

cyber risks, observing the information confidentiality rules set out in GED 18744 -
Information Classification;

v' To conduct the monitoring and security processes of information and technology
assets (systems, databases, network resources), with reference to the Information
Security Policy, standards and procedures;

v To define mechanisms to prevent, mitigate and recover cyber incidents on the
Information Network or on the premises network, and to prevent incidents from
affecting the operation

v' To define controls for handling risks, vulnerabilities, threats and non-conformities
identified by the IS processes;

v" To define and provide Information Security training and awareness programs;

v To assist the other areas, including the legal department, in the analysis of information
security requirements in contracts entered into with CPFL Group, when applicable;

v To propose projects and initiatives to improve the level of security of CPFL Group's
information; and

v" To act with responsibility, care and transparency;

e CISO:

v" To Approve the Information Security documents/standards/procedures/guidelines;

v' To designate a person as responsible for approving Information Security documents,
standards, procedures and guidelines in his/her absence;

e Information Technology Executive Board:

v' To keep the technological infrastructure up to date, as recommended by hardware
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and software manufacturers;

v' To handle the risks and vulnerabilities identified in assets, systems or processes
under his/her responsibility or custody;

v" To conduct the management of access to systems and information of CPFL Group;

v' To implement and maintain functional controls and security standards defined for
technology assets;

v' To immediately inform the Information Security area of violations, failures, anomalies
and other conditions that may put CPFL Group's information and assets at risk;

v To control changes in IT assets and ensure that they are critically analyzed and tested
so that there are no adverse impacts on the company's operation or security;

v To ensure the continuity of technological services in order to meet essential business
requirements; and

v To ensure that all critical Information Technology assets are installed in specialized
environments known as Datacenters. Such centers shall be equipped with all the
necessary protections and contingencies to protect them.

¢ Information Security Committee:

v' To propose improvements, changes and adjustments to the Information Security Policy;

v' To propose investments related to information security in order to minimize risks
(including legal and regulatory risks);

v To classify and reclassify the level of access to information, whenever necessary;
v' To evaluate security incidents and propose corrective actions;
e Legal Executive Board:

v" To support and assist the Information Security Management on legal issues involving
the application of disciplinary measures to the internal staff member responsible for
violations of the Information Security Guidelines and other related standards and
procedures;

v To advise on legal, regulatory or contractual obligations relevant to information
security and any legal security requirements in order to meet business requirements;

v To adopt, with the support of the Information Security Management, clauses relevant
to information security in the legal transactions carried out with CPFL Group in order
to ensure that the information security guidelines, standards and procedures are
observed by suppliers, partners and third party contractors.
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e Suppliers and Business Partners:

v To comply with the provisions of CPFL Group’s information security and data
protection Policy, standards and procedures (when applicable);

v" To comply with the confidentiality agreement entered into with CPFL Group;

v' To instruct its employees, agents, third parties and any subcontractors to comply with
the provisions of CPFL Group's information security and data protection Policy,
Standards and Procedures; and

v' To adopt, in the fulfillment of the purpose of the contract/partnership, security
measures consistent with the criticality of the information used, according to the
classification of the information and other processing and confidentiality rules
determined by CPFL Group.

e Service Providers/Third Parties:

v' If they handle data or Confidential Information or other information that is relevant to
the conduct of operating activities at levels of complexity, scope and accuracy
compatible with those used by CPFL Group, they shall comply with this Policy, or the
CPFL Group's Information Security Incident Response Plan, or have procedures and
controls for preventing and handling incidents.

e Data Protection Management:

v' To provide guidance on data protection rules applicable to information identifying
or rendering identifiable individuals whose data is handled by CPFL Group.

v To make an assessment of the impact in terms of data protection of the handling
of personal data on the business activities of CPFL Group.

v' To carry out the risk or damage assessment relevant to the data subjects in the
event of a data incident, and provide guidance on the giving of notice to the
National Data Protection Authority and the data subjects relating to the event.

e Senior Management:

v' To commit to the continuous improvement of procedures related to information and
cyber security;

v' To provide resources for the implementation, maintenance and improvement of
information security and data protection management;

v To provide the Information Security and Data Protection Managements with
guidance, support and recommendations, pointing out any restrictions when
necessary.

6. BASIC RULES
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Information is an essential asset for an organization's business and, as such, must be properly
protected. This is especially important in an increasingly interconnected business environment.

The protection of CPFL Group assets takes into account the criticality of information and
systems in the business processes, that is, the importance, indispensability and ability to
recover information and systems in operational processes through the BIA (Business Impact
Assessment) method.

Information security is the protection of information against various types of threats in order to
minimize the company's exposure to risks, ensuring that the fundamental characteristics of the
information are preserved, namely: confidentiality, integrity, availability and compliance. This
means protecting the company against information leakage and fraud, ensuring privacy,
protecting employees in the event of an incident that directly involves them, assuring that
systems and information are available when necessary, and ensuring the protection of the
company's image and brands.

CPFL Group, through its Information Security Management and in line with the purposes and
requirements of the business, establishes in this policy rules and guidelines to be followed by
and applied to people, processes and technology in order to protect the Company's information,
its employees, customers, suppliers and business partners.

In general, following the provisions of this policy means preventing fraud, protecting the
company against information leakage, ensuring privacy and availability of systems and
information when necessary, as well as ensuring the protection of CPFL Group's image and
brand.

6.1. Policy Management General Aspects

The Information Security area is responsible for reviewing/updating the Information Security
Policy periodically every 12 months, whenever necessary or in the event of a significant change
in the CPFL Group's information security context as result of new laws, systems or incidents.

After the periodic updating of this policy, the Board of Directors of CPFL Group shall be
responsible for its written approval.

The policy shall have protective measures against any unwanted and unauthorized changes,
such as access control.

6.2. Compliance

Compliance with and adherence to the laws, regulations, Information Security Policy, rules,
contractual obligations and security standards are mandatory and shall be enforced by all
Employees of CPFL Group.

Persons responsible for critical resources of CPFL Group shall ensure the retention of
evidence of the performance of their controls to be provided in cases of audits or in need of
compliance with the regulations.
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6.3. Information Security Committee

CPFL Group designates the Information Security Committee as the highest authority for
evaluating policies, standards and procedures relating to Information Security. Since total
security is impossible to achieve in practice, the committee shall follow the GED 13307
Standard, which sets acceptable risk levels for CPFL Group.

The Information Security Committee is a multidisciplinary body preferably consisting of
representatives from the Information Technology, Legal, Human Resources and Internal Audit
departments. The members of the committee shall be chosen by CPFL Group.

The Ethics Committee of CPFL Group shall be responsible for enforcing disciplinary measures
against non-compliance with the rules set forth in this policy.

6.4. Information Classification

All information must have an owner (Information Manager) and shall be properly classified
according to the business need and the legal requirements for sharing or restricting such
information.

Physical assets, in addition to information assets, shall also be classified according to the label
assigned to the information stored, processed, handled or protected by it and be compatible
with the sensitivity of data and information. CPFL Group adopts the following categories for
classifying information, as described in the following subsections:

6.4.1. Public Information

Public access to this information does not cause any damage to CPFL Group, its employees
or business partners. Any information can only be disclosed to the public if it is classified as
such, as defined by the Person in Charge, according to 3.3. Specific Concepts.

6.4.2. Internal Use Information

This information is understood to be for access and use by CPFL Group and, in some cases,
by its business partners, and public access to it (on the Internet, for example) is prohibited.
Access by others to this information may harm the company, its employees and its business
partners. Information classified as Internal Use may be in emails (for email classification see
GED 14634 - Use of Email, reports, control spreadsheets, telephone list, among others.

6.4.3. Confidential Information

Confidential information is information that, due to its criticality to the business, must have
restricted and controlled access and distribution. Therefore, this information should only be
accessed by those who really need to know it in order to perform their activities in the
organization. This category is related to sets of information, such as banking information,
information about customers or specific contracts, information about Human Resources or
other information whose unauthorized disclosure could cause serious damage to the
organization. Information that is not classified shall be deemed as Internal Use
Information.

Every employee is responsible for ensuring the security of confidential information that is under
his/her custody or within his/her reach, in order to prevent such information from being read or
copied by an unauthorized person.
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6.5. Handling of Information

The information shall have (i) rules clearly defined by its owner to protect it against loss,
alteration and/or undue access, regardless of the medium in which it is stored; and (ii) explicitly
defined user, with the respective types of access rights determined.

6.5.1. Information Reclassification

The information shall be reclassified whenever the Person in Charge identifies that it is
necessary. When making any reclassification, the Person in Charge shall properly notify all
interested parties.

6.5.2. Information Destruction

When the information loses its usefulness or value it must be destroyed or, in the case of
personal data of individuals or a group of individuals, anonymized (to be used only for statistical
purposes).

The Person in Charge of the assets has the power to decide on the destruction or
anonymization of the information, unless there is a law, regulation or internal rule determining
on the allocation of the information. For more information, see GED 18744 - Information
Classification, and/or 19127 - Safe Disposal Standard.

When disposed, documents printed with the confidential label shall be completely destroyed
using equipment such as shredders, so that reproduction will not be possible after disposal.

6.5.3. Information Storage

The storage of information shall be made with security controls appropriate to the level of
confidentiality of the information.

6.5.4. Information Transmission

It is desirable that the information be transmitted through appropriate means that ensure the
level of confidentiality of the asset.

For more information, see the Information Classification Standard (GED 18744).
6.5.5. Sharing

All information shared with third parties shall be classified according to established labels. The
sharing of information is not restricted to companies of the same corporate group. CPFL Group
adopts a procedure for sharing information on threats/vulnerabilities and other information
related to cybersecurity in a confidential and non-discriminatory manner. The sharing of
information does not include information classified by CPFL Group as confidential or that may
compromise its own security. When sharing information with third parties via email, the title of
the email and the title of the attached document shall be labeled. If the email contains an
attachment with confidential information, the file shall be password protected. And when it
comes to sharing personal/sensitive/lunder 12 data, the area shall meet the privacy
requirements set out in the General Data Protection Standard (GED 18928).

The sharing of personal information of individuals shall only occur if necessary to fulfill the
purpose set out in a legal instrument/data handling document, with registration of the sharing
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is assured in a way that renders it possible to ensure the enforcement of the rights of the data
subjects guaranteed under the General Data Protection Law.

In case of sharing personal data of any category, the information shall be masked, whenever
possible, by removing any data that refers or can be related to the data subject. The lower the
possibility of identifying the individual or group of individuals, the lower the risk in case of
improper access/data leakage.

The sharing of any information classified as Confidential may only be made in an encrypted
form. In case of personal data, sensitive personal data and/or data belonging to minors under
the age of 12, it is mandatory that there is a record of the activity in the personal data inventory
identifying at least: location/date/time/sharing tool/authorized addressee/list of shared
information.

Important: If sharing is necessary involving sensitive personal data and/or data of children
under 12 (i) if internally, such sharing shall be made according to the access management rules
defined by the person responsible for the database that will be impacted by such sharing; and
(ii) if externally, the person responsible for extracting the information shall (a) ensure that the
sharing of data to a third party is registered in the area's "data mapping" (see Privacy
Ambassador), otherwise the data will not be able to be shared; (b) ensure that there is a current
contract containing data protection rules; (c) keep the list of shared information registered so
that it is possible to confirm, in fulfilment of the rights of data subjects, what was shared, about
whom, and who the recipient is (the statute of limitations for maintaining the information shall
be observed); (d) follow data protection standards and procedures, as well as information
security rules applicable to data protection.

6.6. Human Resources Security

It is extremely important to ensure that employees, suppliers and third parties have prior and
duly documented knowledge of their responsibilities for the protection of CPFL Group assets
and compliance with relevant laws and regulations, and the concepts described in this section
shall be observed from pre-contract to termination or end of contract.

6.6.1. Assignment of Responsibility

Employees, suppliers and third parties shall be clearly informed of their responsibility from an
Information Security point of view, and they shall comply with CPFL Group's Information
Security Guidelines, and the agreements, training and awareness records shall be registered
in proper document and/or stored in specific software.

6.6.2. Specific Conditions

The following conditions described in the subsections below shall be complied with by Human
Resources managers.

6.6.3. Contract Terms and Conditions

The Human Resources Department shall cause employees and/or officers of the CPFL Group
companies to sign a Commitment Agreement at the time of hiring the employees. The
Commitment Agreement is a guarantee that the people agree with their responsibilities related
to the protection and proper use of CPFL Group assets.
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6.6.4. Onboarding Training

New employees and third parties shall receive information security training, focusing on the
Information Security Guidelines. This training can be given together with the onboarding
training for new permanent employees and for third parties when they start their activities at
CPFL Group or in the following month.

6.6.5. Periodic Training

It is extremely important to ensure that employees and Third Parties have prior and duly
documented knowledge of their responsibilities related to protection, use of information and
information assets of CPFL Group. For such purpose, awareness campaigns and materials as
well as training shall be made available and properly disclosed.

Training and awareness records shall be created in an appropriate document and/or stored in
specific software;

Information Security Training shall be provided at least annually, with training refresher
available at the CPFL Group University;

Information Security training shall be supplemented by dissemination campaigns with
awareness materials to be disseminated, interspersed with training schedules, as needed.
These materials can be disseminated in different formats: email, banners, intranet, paper
documents, and websites, among others.

The content of Information Security training and awareness shall address the topics contained
in CPFL Group's Information Security Guidelines and regulatory documentation, including, but
not limited to:

e Privacy and classification of information;

¢ Logical access control;

¢ Physical access control;

¢ Continuity of Business;

¢ Information Security Incidents;

e Remote Access and mobile devices;

¢ Email, internet and corporate instant messaging applications;
¢ Acquisition, development and maintenance of systems.

Periodic tests and simulated drills

Periodically, the IT Security Management area performs tests and simulated drills to measure
the level of awareness of the employees. Such activity aims to guide and train, as well as
increase the company's level of protection with an increased safety maturity gained by the
employees.

The tests can be taken through various communication channels, such as email, instant
messaging, etc.

e Phishing Test
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This exercise is carried out by sending emails that simulate malicious messages aimed at
stealing information or access credentials. The purpose is to test the employee's attention and
perception to identify the scam.

At the end of each test, when the employee is not successful, there will be an automatic route
to a mandatory course to reinforce the applied concepts. The immediate manager will be
notified to monitor the progress of his/her team member. When the course is not taken, the
area officer will be involved to assist in the guidance towards it.

The Human Resources Managers and the Information Security Management Department are
responsible for developing and promoting information security training and awareness
programs, disseminating the cybersecurity culture in the institution and implementing training
programs and periodic assessment of personnel.

6.6.6. Safe Behavior

Regardless of the means where the information is stored or transmitted, each Employee shall
have a safe and proactive behavior preventing it to be accessed by unauthorized third parties,
both in relation to employees, third parties, suppliers and business partners of CPFL Group.

Employees are prohibited from giving opinions on behalf of CPFL Group when their function
does not allow them to do it, or from using confidential or information for internal use by the
Organization in: emails, websites, social networks, printed publications, discussion forums,
Internet services and other public environments, given the possibility of inadvertent disclosure,
see Code of Conduct.

You shall not make connections in public areas such as shopping malls and airports; avoid
accessing, viewing or editing any information or page that requires the input of confidential
data, such as passwords, banking information or data relating to CPFL Group.

6.6.7. Disciplinary Process

Failure to comply with the rules set out in CPFL Group's Information Security Guidelines may,
without prejudice to compensation for damages caused, result in:

Verbal warning;

Written warning;

Temporary suspension of access rights;

Contract termination without payment of fines by CPFL Group;

Dismissal.
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The Human Resources and Information Technology Departments shall maintain formal
procedures to ensure the handling of security incidents and provide a gradual response that
considers the following factors:

v" Nature of the violation;

v Severity of the violation;

v Business impact;

v" Number of violations by the violator.

6.6.8. Communication of Change of Positions
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For proper access management, the Human Resources Department shall send notice to the
Information Technology Department in the event of any change of position or activity.

6.6.9. Blocking Access Rights

In the event of temporary absence of employees or third parties as a result of vacations, health
or maternity leave, the Human Resources Department is responsible for notifying the
Information Technology Executive Board so that the necessary measures can be taken. The
Information Technology Executive Board shall analyze each case according to the permissions
granted to the employee. In which regards Third Parties, the contract manager and/or the area
with which the third party works, shall notify the Information Technology Executive Board.

6.6.10. Revocation of Access Rights

The Human Resources Department shall notify the Information Technology Executive Board
of terminations so that the necessary measures can be taken. As regards Third Parties, the
contract manager and/or the area with which the third party works shall notify the Department.

6.7. Access Control

To ensure an adequate level of protection for CPFL Group's systems and information, as well
as to comply with regulations, it was determined that all user accesses shall be duly registered,
approved by those responsible and periodically reviewed. Where technically feasible, the
provision of access rights shall be automated and error detection methods shall be established.

6.7.1. General Conditions

The general conditions set out in the following subsections shall be satisfied especially by the
Information Technology Executive Board and the areas that in some way perform tasks related
to access in the information technology environment.

6.7.2. User Registration

Every user who accesses the CPFL Group's Technology environment shall be logically and
uniquely identified by their account (“user-ID” and password) for exclusive use.

6.7.3. Registration and exclusion

The Information Technology Executive Board shall implement and control procedures for the
approval, creation, blocking and exclusion of users in the systems. When technically feasible,
the employee information contained in the Human Resources database shall be used as a
source for employee registration in other systems.

6.7.4. Privilege Control

The Information Technology Executive Board shall control access rights as “super user”,
administrator or any other denomination that means additional powers to install, change or
delete information. The controls shall observe, at least:

v Use of a user different than the normal user, when performing “super user” tasks;
v Clear identification of which users have access to “privileged accounts”;
v" When technically feasible, keep records of account usage.
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Only users authorized and approved by the Information Security Management and the manager
in charge may have ADM privileges for the environment.

Exceptions will be analyzed and shall be approved by the manager of the person in charge,
informing the risk of such type of access, filling out the “Statement of Liability concerning the
Local ADM privilege”, and making access by using the Password Vault tool.

6.7.5. Privileges in Specific Equipment

The Information Technology Executive Board shall set up the rights of domain users so that
they have minimum access rights on the workstation, but sufficient to perform their tasks.

Specific needs shall be justified in the "Statement of Liability concerning the Local ADM
privilege” and approved by the applicant's superior (at least Manager) and by the Information
Security Manager, and attached to the open access release call on the Portal of Shared
Services.

6.7.6. Access Password Setup

The Information Technology Executive Board, whenever technically feasible, shall customize
the systems to match at least the following rules:

Use at least eight characters;

Use of alphanumeric characters;

Password expiration time: sixty days;

Do not allow repeated patterns, such as: alphabetical sequence “ABCDE” or numeric
sequence “12345”;

Require exchange periodically;

Do not allow the use of the last twenty-four passwords;

Require the change of the default password on the user's first access;

Blocking access after five unsuccessful attempts.
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The Information Technology Executive Board, in specific cases and in order to protect CPFL
Group's assets, may define a period different from the standards set above.

6.8. Password Storage

The passwords registered to access the CPFL Group's environments and systems are
personal and non-transferable, and they shall be kept and used exclusively by the authorized
user. Thus, they cannot be stored legibly in files, databases, software macros, function keys,
terminals or in other places to which unauthorized persons may have access.

6.8.1. Default Passwords

The Information Technology Executive Board shall change the password of equipment or
systems that use a default password at the time of installation or receipt before start-up. The
new password default shall according to the definitions of specific procedures and/or the
Information Security Guidelines.

6.9. Use of Privileged User

Standard user accounts with privileged access, such as “root”, “administrator” and others
cannot be used in tasks that are not specific to the administration of technology environments.
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6.9.1. Access Review

Those responsible for access profiles shall review the rights granted to users according to the
frequency of each environment. A joint effort by the Person in Charge and the Human
Resources is recommended to revoke redundant or unnecessary rights.

Users with special privileges to access critical systems shall have their rights reviewed
periodically as defined in the periodicity of each environment. Special privileges mean functions
of administrators or operators with the right to write or change systems and/or Databases.

6.9.2. Usage Profiles and Rights

Access profiles shall be created for users in order to reduce risks related to access
management. Access profiles mean that several users are under the same rules and can be
managed together.

All access profiles shall have a designated Person in Charge. The Person in Charge of the
profiles shall:

v Determine, jointly with the Information Technology Executive Board, the rights of users;

v' Approve the registration of new users;

v" Review and be responsible for the actions of users, using the permissions conferred by
the functions;

v" Periodically review the validity of the rights granted.

6.9.3. Protection against Undue Access

The Information Technology Executive Board is recommended to define a procedure for
blocking users who do not access critical systems (defined in GED 14141) for a specified
period.

6.9.4. Revocation of Access

The Information Technology Executive Board shall revoke all access rights in any of the
following events:

v" Employee termination notice sent by the Human Resources Department;
v" Revocation request sent by the Person in Charge of the profile or group;
v" Revocation Request submitted by Contract Manager or Immediate Third Party Manager.

When technically feasible, an automated process may be implemented to detect termination
and automated revocation of rights of employees and/or third parties.

6.9.5. Segregation of Duties

In order to prevent opportunities for unauthorized use, damage or loss of information and
related risks, there shall be mechanisms for segregation of duties in systems and operations
that support the company's financial information to prevent fraud and loss. The areas involved
in the process shall analyze and remedy conflicts. If remediation is not possible, the business
areas responsible for the process, together with the Person in Charge of the asset, shall inform
a mitigating action (compensatory control) for the risk, notifying the Internal Controls
Management, for evaluation. The Information Technology Management area shall register such
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action in the respective function segregation matrix, instruct the areas involved on the concepts,
and carry out the management of the function segregation matrix, in order to ensure that the
information will be properly available to the evaluating bodies.

6.10. Business Continuity Plan

CPFL Group understands that ensuring business continuity in the event of adverse situations
is extremely important, and the guidelines established in this document shall be followed to
guide those responsible for preparing the Continuity and Contingency plans. Such plans shall
be formalized and tested periodically.

6.10.1. General Conditions

6.10.1.1. Impact Identification

A business continuity management process shall be implemented to minimize to an acceptable
level the impact on the organization resulting from, for example, acts of God, accidents,
equipment failures and intentional actions.

For such purpose, it is necessary that the consequences of an unavailability, loss of
confidentiality or integrity of the information are submitted to a business impact analysis.

The result of such analysis shall clearly identify the events that can cause disruptions to
business processes, along with the probability and impact of such disruptions and the
consequences for information security.

6.10.2. Specific Conditions

6.10.2.1. Business continuity plan

The Information Security Manager shall develop, implement and maintain a contingency plan
related to information security for the maintenance or recovery of operations and to ensure the
availability of information in the necessary time after the occurrence of interruptions or failures
of the critical processes of the business.

6.10.2.2. Plan Structure

The continuity plan shall specify the escalation plans and the conditions for their activation. The
plan shall also identify responsibilities for carrying out each activity. Change management
procedures and programs shall provide the necessary information so that the plan is always up
to date.

6.10.2.3. Plan Tests

Plans and procedures shall be tested annually and the results recorded for future analysis. The
purpose of such tests is to ensure that the plan works and that everyone involved has the
complete skill and tooling to successfully implement it. The Information Security Manager shall
critically analyze the test results and make the necessary changes. And he/she shall also
prepare the incident scenarios considered in the business continuity tests;

6.10.2.4. Review
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The continuity plan shall be reviewed annually after the test or if the environment changes. All
tests performed during that period shall be documented and kept for future verification.

6.11. Information Security Incidents

Promoting an environment where everyone is committed to information security in the company
is extremely important and requires a continuous process of awareness. Everyone is
responsible for reporting possible violations of the Information Security Guidelines through the
channels provided by the Information Security Management. The Management of Information
Security Incidents is supported by the Executive Board of CPFL Group. The purpose of this
document is to establish the systematics of the Process of Management of Information Security
Incidents in CPFL Group.

6.11.1. General Conditions

6.11.1.1. Information Security Incidents

Events that may jeopardize the confidentiality, availability, integrity and/or authenticity of the
Organization's information (which may involve business data, corporate or personal data),
which may pose a risk to the assets of CPFL Group.

or even any non-compliance with the policies, procedures and/or guidelines of the Information
Security Department.

Some examples of information security incidents are given below;

(i) loss or theft of Company equipment (corporate cell phone or notebook);

(i) leakage of personal data of individuals reported by a data subject in the service channel
made available to data subjects;

Information security/personal data incidents shall be formally reported to the Information
Security Department through the communication channels made available by said Department.

Incidents shall be investigated and recorded, generating a conclusive report. Upon completion
of the exposure of personal data of individuals, CPFL Group’s Data Protection Officer shall be
called upon to make the relevant risk analysis under the terms of the General Data Protection
Law (Federal Law No. 13853/2019)

In cases of incidents involving Alesta, communication with BACEN will be required to share
information. For such action, the information security department shall be called to verify the
information that will be shared by Alesta's compliance department. Sharing shall also include
incident information received from companies providing services to third parties.

Information on incidents shall be consolidated, submitted and discussed periodically at the
meetings of the Information Security Committee.

CPFL Group shall maintain an updated Incident Response Plan containing roles,
responsibilities, process phases and other relevant topics for the process to be registered and
auditable.

Information security occurrences shall be recorded with their artifacts and stored in a protected
repository.
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All security incidents shall be reported to the parties involved in a timely manner, where
applicable.

The record of an information security event shall be available to be accessed, when necessary
and as previously authorized by the Information Security, by employees, third parties and
interested external entities, and everyone shall be instructed on the responsibility to notify and
record any information weaknesses and security failures.

The highest impact incidents shall be recorded and the cause and impact thereof shall be
analyzed and the incident effects controlled for the activities of CPFL Group, including
information received from companies providing services to third parties.

6.11.1.2. Preparation

The Preparation stage aims to enable the organization to properly respond to an information
security incident, ensuring that systems, networks and applications are sufficiently secure and
ready to respond to related incidents, and that the teams involved are properly trained.
At this stage, the following documents shall be provided, but without limitation:
¢ Organization contact list updated periodically
Inventory of procedures and tools for incident response
Procedure for establishing war rooms
Definition of incident categorization and criticality
Training
Scenario and threat simulations for resilience testing, analysis of tools and capacity
and response time;

6.11.2. Process Phases

6.11.2.1. Incident Opening

Phase in which the information security incident is identified and notified to the Information
Security Department through the channels provided by CPFL Group (see section 16.11.4
below)

6.11.2.2. Business Impact

The business impact shall be classified according to the following parameters:
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Impact Description

- Financial Impact in an amount above R$ 1,000,000.01;

- Stoppage of more than one business process;

- Generalized loss of credibility in relation to the personal data handled by
CPFL Group.

- Significant amount of personal and sensitive data compromised,;

High - Privacy incidents that result in media coverage in territories, online or
through big news or media outlets with a high probability of public visibility;
and/or

- Privacy incidents that may result in a violation of the LGPD and that
represent a relevant risk or damage to the fundamental rights and
guarantees of the personal data subjects.

- Financial impact between R$ 500,000.01 and R$ 1,000,000.00;
Medium - Stoppage of one business process; and/or

- Loss of availability in respect of personal data handled by CPFL Group.
- Financial impact below or equal to R$ 500,000.00;

- Operational delay in one or more business processes; and/or

- Temporary loss of availability or in respect of a small amount of personal
data handled by CPFL Group.

Once the incident has been classified, the necessary actions are carried out and the teams that
will deal with the incident are called up.

6.11.2.3. Investigation

After proper registration, the incident shall be sent to the Information Security and will wait in
line for analysis and action.

Incidents shall be classified according to the level of impact occurred as High, Medium or Low,
according to the impact classification set out in the SGSI Risk Analysis Procedure (Information
Security Management System). In the event of exposure of personal data of a natural person,
the Data Officer of the Organization is informed about such occurrence to make an assessment
of the relevance of the risk and the impacts on the privacy of data subjects according to the
LGPD.

6.11.2.4. Corrective and Preventive Actions

Phase in which the root cause of the incident is identified in order to generate an action plan
for implementing controls and eliminating the root cause.

6.11.2.5. Closing
Phase in which the information security incident is closed and notified to the parties involved.
6.11.2.6. External Contacts

It is essential that appropriate contacts are maintained with relevant authorities and external
security groups in order to keep CPFL Group posted on the trends and threats in the
environment. Such contact can be through forums, lectures, seminars, etc.
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6.11.2.7. Punishment and Disciplinary Process

Depending on the impact of the incident, it is recommended that there is a defined disciplinary
process in place reporting appropriate punishments. Punishment of offenders can only be
applied if evidence is correctly collected and stored securely. The collection of evidence in
cases where there is a need for internal punishment shall have a representative of the Human
Resources Department and/or Legal Department (when applicable) and/or Compliance
Department (when applicable), and in the event of digital evidence, of representative of the
Information Security department, so that the necessary measures are taken in order to
preserve the integrity of the evidence.

Depending on the severity of the incident, the Security Manager may also request the presence
of an independent external auditor.

Depending on the severity of the incident, the Security Manager may also request the presence
of an independent external auditor.
6.11.2.8. Incident Notification Channel
The following channel shall be used for notification of information security incidents:

Channel Details

Internal Notification by email seginfo@cpfl.com.br

CPFL Group shall notify the Sector Coordination team designated to deal with cyber incidents
of greater impact, which significantly and substantially affect the security of facilities, operation,
services to users or data from environments and stations, the results of applied maturity
models. Such notification of cyber incident of higher impact will include the analysis of the cause
and impact, the cyber risks identified, with the respective form of handling, and shall also
include the mitigating actions that shall be noted, in respect of each case, according to Aneel
Normative Resolution No. 964.

As soon as CPFL Group becomes aware of the incident and its dimension, a cyber incident
notification shall be sent. The sending of such notification does not release CPFL Group from
its liability to comply with the obligations under the laws, rules and regulations.

For further information on prevention, handling and response to cybernetic incidents and on
the details of the cybernetic incidents prevention, handling and response teams, see GED
18851 - Information Security Incident Response Plan.

6.12. Vulnerability Management

To ensure adequate levels of protection for CPFL Group's systems and information, as well
as to comply with regulations and standards, a set of rules were defined for managing
vulnerabilities in the company's assets.

6.12.1. General Conditions

Vulnerability analyzes shall be carried out by contracted tools owned by the CPFL Group's
Information Technology area, according to a defined time schedule.
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Application servers, infrastructure and servers will be regularly analyzed.
6.12.2. Vulnerability Management Methodology

CPFL Group has adopted the following methodology for managing vulnerabilities in its
environment:

6.12.2.1. Identify
Phase where the assets to be analyzed are determined.
6.12.2.2. Collect

Through automated scans, data from the environment is collected for analysis and identification
of existing vulnerabilities.

6.12.2.3. Validation

Phase where the validation of the collected data is carried out for identification of possible
discrepancies.

6.12.2.4. Classification / Prioritization

Phase where the types of vulnerabilities x environments are assessed, and the existing
vulnerabilities need to be prioritized according to the risk they pose.

6.12.2.5. Correction

Phase to determine which correction shall be given priority, where the implementation of
compensatory controls and root cause analysis takes place.

6.12.2.6. Evidence

Phase where evidence is collected, which are identified and associated with the environment
assessment items.

6.12.2.7. Results

Finally, a report is prepared and the observed data submitted, and recommendation is given
on the correction of identified vulnerabilities and instruction on strengthening the environment.

CPFL Group administers a cybersecurity maturity model test every year.
6.13. Physical and Environmental Security

Access to the office, server room or other company location that contains information of CPFL
Group, whether personal data of natural persons, corporate data, business data or any other
data classified as confidential or for internal use shall be kept in safe place with restricted
physical access. Documents or other media containing sensitive information shall be kept in a
safe place (safe, closed file) when not in use. Tables shall be cleaned and organized at the end
of the day.

6.13.1. Security Perimeter

A security perimeter shall be clearly defined to avoid unauthorized access, greater access
restriction, access traceability and damage or interference /to information systems considered
critical. Physical barriers and access control systems shall be implemented to ensure physical
access only by users authorized by the person in charge. The security perimeter shall include
the following characteristics:
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Wallls, doors and ceiling with adequate solidity;

A doorman/gatehouse or reception system to control access;
Video monitoring and recording, closed circuit TV or equivalent;
Biometry

Access controlled by identification badges;

Authorization of access only to authorized persons;

The area shall remain locked even when people are working.

The controls and protection resources related to the security perimeter are part of the CPFL
Group's safe areas in the following locations:

o CPFL Data Center Headquarters;
e CPFL DR Data Center;
e Sao Leopoldo Data Center.

The controls and protection features related to the security perimeter follow the guidelines
under GED 18744 - Information Classification Standard.

The IT Infrastructure area is responsible for proposing and implementing mechanisms and
processes to restrict access and monitor compliance with the rules established in this document
in areas considered to be restricted and safe.

6.13.1.1. Identification

For security reasons, all access to the CPFL Group's environment shall be preceded by
identification at the door/gate or reception. Access to the CPFL Group's internal premises is
only allowed when duly authorized by the employee at the door, gate or reception desk.

Additionally, the date and time of entry and exit of visitors shall be recorded, as well as minimum
personal data to identify the individual.

6.13.1.2. Identity Verification

In a restricted circulation area, authorized employees/third parties shall use their badge on a
visible place in order to be easily identified and allowed to enter the restricted area. Employees
shall be encouraged to question other employees, third parties and/or visitors walking across
the restricted and/or critical area if they are not sure whether the other person is authorized to
be there.

6.13.1.3. Activity within the Perimeter

All activities within the security perimeter shall be previously authorized and monitored.
Additionally, the following controls are required:

v' The secure area shall be kept closed and locked and, if possible, have an auditable
access control;

v Third parties or contractors shall be constantly supervised, preferably accompanied by
a responsible person in the company.

v" A monitoring, alarm or video recording system or equivalent equipment shall be installed
to track the activities carried out within the security perimeter.
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v" The images and access records shall be stored according to the table of temporality of
CPFL Group.

6.13.2. Security of Offices, Rooms and Facilities

Access to an office room or other premise of CPFL Group containing sensitive information
shall be physically restricted. Additional authentication controls shall be used to access those
areas.

6.13.2.1. Restricted Areas

Additional access and monitoring controls shall be used in locations identified as critical areas,
such as:

CCTV,

Biometry,

Access controlled by ID badges,

Access authorization;
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The locations determined by CPFL Group as such are the following:
v' CPFL Data Center Headquarters;
v" CPFL DR Data Center;
v/ Sao Leopoldo Data Center.

6.13.2.2. Public Visitation

Public visits to CPFL Group facilities shall be accompanied and previously authorized by the
person in charge.

6.13.2.3. Sharing of CPFL Group information

All information and data obtained by the Employee in the performance of his/her duties in CPFL
Group are considered internal or confidential information (subject to the classification of the
information by the Person in Charge of the Asset) of CPFL Group and may only be used for
the fulfillment of the scope of the company's business exclusively in the performance of his/her
duty and only during the effective term of his/her employment contract.

Access to CPFL Group information is prohibited when the Employee is on vacation, on leave,
retired or in any event of suspension of his/her employment contract.

Taking pictures of information or image, or filming, copying, drawing or selling it, or sharing it
with unauthorized third parties is prohibited, as well as sharing it on private emails, using it for
purposes other than the performance of the Employee’s duties, or performing or not performing
any act that could facilitate the use thereof or leave it exposed.

6.13.3. Delivery and Loading Area

Cargo or equipment shall be received at a proper, controlled and isolated location. Accordingly,
access to a delivery and loading area shall be restricted to identified and authorized personnel
in a way that does not allow access to other facilities of the company.

The delivered materials shall be previously inspected to detect potential threats before being
forwarded to the other premises of the company.
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6.13.4. Equipment and Facilities

Servers or other critical equipment shall be protected against major physical threats such as
theft, fire, dust, water, temperature, chemical effects, electromagnetic radiation and vandalism.

6.13.5. Power and Temperature Control

Servers and equipment shall be protected against power outages and ventilation/heating
interruptions. Such protection is normally provided with the use of “no-break” systems or
auxiliary generators.

Likewise, access to maintenance boards shall be restricted and controlled, and they shall be
kept locked.

Rooms shall be kept at the temperature recommended by the equipment manufacturers. The
temperature of the rooms shall be constantly monitored and alerts shall be triggered in case of
a sudden increase in temperature.

6.13.6. Cabling

Electrical, data and communication transmission cables shall comply with the current technical
standards and be protected against rupture, whether or not by accident. Electrical cables shall
be separated from communication cables and be clearly identified.

6.13.7. Equipment Maintenance

Equipment or systems containing information classified as confidential or of restricted use shall
be informed by the person in charge to the manager of the Information Security area so that
they can align the security measures to be observed in preventive or corrective maintenance.

When maintenance is performed by a supplier, in the event that it has access to data classified
as confidential or for internal use, it shall sign a confidentiality agreement/clause with CPFL
Group. If it may have access to the personal data of an identified or identifiable natural person,
access will only be allowed if it has signed the organization's data protection clauses.

Additionally, all requirements under the insurance policies shall be met.

The information contained in critical equipment shall be properly deleted before being removed
from CPFL Group or having access released to third parties.

6.13.8. Asset transport

Equipment, media, information or any other asset owned by CPFL Group cannot be removed
or shared without written and joint authorization from the Responsible for Assets and the
Security Manager and/or Department Manager, considering the adoption of measures to
protect the information stored and in transit as follows:

v' The nature of the information, as well as its level of sensitivity and confidentiality to
the business;

v Declaration of the purpose of use containing the impacts of not sharing it, and in the
case of external sharing, the identification of the supplier (name and contract number
in SAP) and recipient of the information;

v" The amount or impact related to any loss during the transfer;

v Encryption of data in transit;
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Anonymization/Pseudonymization of data (when applicable);

Dual custody process for media in transit;

Whether the sharing of data is recorded in the Data Inventory (in case of individual's
personal information);

v" Whether the contract with the supplier has data protection rules and confidentiality
clause, and the result of the supplier risk assessment related to the LGPD.
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A process is recommended for recording the removal and return of the
equipment/media/information at the time of its return, clearly identifying the person who
authorized its removal from the company's premises.

e Transport of Company Property

Equipment, media, information or any other asset owned by CPFL Group cannot be removed
from it without formal authorization from the Person in Charge of the Asset and the Security
Manager or department manager.

A process is recommended for recording the removal and return of the
equipment/media/information at the time of its return, clearly identifying the person who
authorized its removal from the company's premises.

6.14. Communications Security

It is important to ensure that information processing facilities are operated correctly and
securely. The guidelines and concepts described in this document shall be observed, especially
by the Information Technology Department and by users in general.

6.14.1. General Conditions

6.14.1.1. Documentation of Procedures

The Information Technology Executive Board shall document the procedures required by the
organization to ensure the effective planning, operation and control of the information security
processes under its responsibility.

6.14.1.2. Resource Inventory

The Information Technology Executive Board is responsible for maintaining an inventory of
software and hardware owned by CPFL Group or third-party equipment/tools used by it,
identifying the owners.

6.14.2. Specific conditions

6.14.2.1. Standardization and Approval of Technological Resources

The use of messaging application(s) approved by CPFL Group, although available 24 hours a
day and seven (7) days a week, shall be limited to the activities and work operations carried
out at CPFL Group and only during the employee's working hours.

The use of communication tools not approved by CPFL Group is prohibited in any situation in
which personal data or sensitive personal data from any source (clients, employees, service
providers, etc.) are handled.
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In order to prevent incidents with personal data through the use of non-approved tools (e.g.
WhatsApp, Telegram etc.), we instruct you as follows:

» Share CPFL Group's official means of communication with your contacts, as well as the
channels approved by the Information Security Management for sharing confidential
documents (including those containing personal data/sensitive personal data).

* If you receive from a third party any document addressed to CPFL Group containing
personal data, re-sent it through the approved tools of CPFL Group, immediately delete
it from your files and remain in the safe flow for further processing.

» If you have a corporate cell phone and there is need to share personal data via
WhatsApp Business (which will only be admitted if the communication cannot be carried
out using tools approved by the Information Security Management), it is mandatory that,
as soon as the data is received, you save it in an environment monitored by the Information
Security Management and immediately delete it from the cell phone files.

« It is forbidden to take photos and record audios related to CPFL Group information and
share them in groups of instant messaging applications.

* Whenever possible, with confidential information (including personal data/sensitive
personal data), use two-factor authentication in messaging applications and file any
confidential information in an encrypted folder.

6.14.2.2. Change Management

The Information Technology Executive Board shall control changes in the computing
environment. Change means a change in hardware, change in operating system, replacement
or update of application systems.

At least the following controls shall be established:

Identification of proposed changes;

Registration of current versions and new versions deployed;
Formal evaluation and approval by the Person in Charge;

Early communication to affected users;

Identification of responsibilities and updating of the Asset Inventory.
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6.14.2.3. Segregation of Tasks

The Information Technology Executive Board shall implement the segregation of tasks.
Operational and system control tasks should be performed by different users whenever
possible.

6.14.2.4. Capacity Planning

The Information Technology Executive Board shall monitor the processing capacity of critical
equipment and systems. The purpose of this monitoring is to prevent the system from being
overloaded and causing losses and/or even loss of profitability.
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6.14.2.5. Service Accounts

In cases where systems require service accounts for any purpose, the Information Technology
Executive Board shall implement the following controls:

v' Service accounts shall be inventoried, and the inventory shall include at least:

v Account name;

v' Objective;

v" Person in Charge;

v' Access to accounts shall be controlled and restricted to professionals from the
Information Technology Executive Board who use them;

v" In the case of critical systems, the shared custody of the password shall be evaluated;

v' A procedure shall be established for periodic or on-demand replacement of the

password, as in the case of termination of the person responsible for the service account;
v' The creation of service accounts shall be authorized by the Information Technology
Manager.

6.14.2.6. Removable Media Control

The Information Technology Executive Board shall adequately protect removable media (CDs,
DVDs, Flash Memories, etc.) containing confidential or internal information that are in its
possession. Media shall be physically destroyed safely when no longer needed for business
use.

6.14.2.7. Information Storage

A storage structure shall be used on the File Servers. Such structure shall include at least a
departmental storage structure and segregation of privileges for access to the information
contained therein.

6.14.2.8. Backups

The Information Technology Executive Board shall implement a process to make backups of
stored and processed data, especially on corporate servers. Information stored locally on
workstations is outside the scope of backups.

The process shall include the necessary actions to retrieve information as soon as possible in
the event of emergencies.

6.14.2.9. Frequency

The Information Technology Executive Board shall define the backup execution frequency,
extension criteria, retention time and recovery tests of the backups performed.

6.14.2.10. Additional needs

If the need of the person in charge of the tool is not met by the official backup procedure, he/she
shall ask the Information Technology Executive Board to adapt the backup to his/her needs.
Those needs shall be based on the classification of information (degree of secrecy), and on
the legal and business requirements of CPFL Group.
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6.14.2.11. Security of Media in Transit

The Information Technology Executive Board shall define and implement protection controls
for media in transit against unauthorized access or improper alteration. The persons authorized
to send, transport and receive the media shall be clearly identified. Transport shall occur in a
time period appropriate to the recovery time objective for the critical asset.

The following additional precautions should be considered:

v' Backup copies shall be stored in protected locations, according to physical and
environmental security standards that ensure the integrity, availability and confidentiality
of the data contained in these media.

v' There shall be a centralized and up-to-date control of the inventory of all backups made
in CPFL Group.

v' Every backup of critical systems shall be made at least in two complete and recent
copies, stored in different places with the appropriate access and withdrawal controls.

v" There must be a process for periodically reviewing the backup procedure and backup
recovery processes.

v Allrecovery and/or restoration of a backup shall be performed in an environment different
from the original one, whenever technically possible, avoiding damage to current data.

v' Every backup shall be tested periodically, ensuring data integrity and possible
restoration.

6.14.3. Security in IT Resource Documentation

Documentation of Information Technology resources shall be stored in a safe place, and
access to it shall be restricted only to people who need the information.

6.14.4. Audit Records

The Information Technology Executive Board is recommended to store the audit records of all
systems defined as critical for a certain period.

6.14.5. Clock Synchronization

The Information Technology Executive Board shall ensure the synchronization of date and time
in the systems, in accordance with the NTP.

6.14.6. Default Installation

The Information Technology Executive Board shall standardize the initial installation of the
systems. A standard software installation set shall be prepared and kept in a safe place. These
standard copies should be used for recovery from virus infections, hard drive failures and other
equipment problems.

The Information Technology Executive Board shall implement a protection system against
malicious programs on all workstations.
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6.14.6.1. Management and Control

Every workstation shall have management and control software to monitor activities and assist
the user remotely.

The monitoring of the access to the user's workstation through the management software shall
be previously informed.

6.14.6.2. Default Installation for Workstation

Removable storage devices such as USB ports (pen drive), CD writer, DVD writer, BlueTooth,
among others, shall be disabled before the workstation is released to the user. This item does
not apply to keyboards, mouses, monitors and network cards,

Every workstation, when technically feasible, shall have a security seal controlled and
inventoried by the Information Technology Executive Board.

6.14.6.3. Default Installation - Notebook

It is recommended that every notebook is protected by a local Firewall system. Firewall settings
shall comply with the security criteria established by the Information Technology Executive
Board.

Every notebook, when technically feasible, shall have an encryption and authentication system.
The encryption and authentication system settings shall
comply with the security criteria established by the Information Technology Executive Board.

6.14.7. Network (IP) addresses

The addressing of equipment connected to the network is dynamic and automatically assigned.
The use of fixed addresses shall be requested by the user to the Information Technology
Executive Board.

6.14.8. Outsourced Network Services

Third party network services shall be documented and verified from a security point of view.
New systems or networks for accessing networks external to CPFL Group shall be approved
mandatorily by the manager of the Information Technology Executive Board.

6.14.9. Remote Access

The Information Technology Executive Board shall ensure that all remote access to the CPFL
Group's systems is made through VPN, Citrix Access Gateway or Citrix Secure Gateway.

6.14.9.1. VPN

Any request for remote access through the VPN (Virtual Private Network) tool shall be
previously authorized by the immediate superior, and forwarded to the Information Technology
Executive Board for the requested access to be granted.

All equipment that needs to access the CPFL Group's network remotely shall have VPN client
software approved by the Information Technology Executive Board.

VPN client software configurations shall comply with the security criteria established by the
Information Technology Executive Board.
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6.14.9.2. CITRIX

Every request for remote access through the Citrix Access Gateway and Citrix Secure Gateway
tool shall be previously authorized by the manager and forwarded to the Information
Technology Board for analysis and approval.

All equipment that needs to access the CPFL Group's network remotely shall have Citrix client
software approved by the Information Technology Executive Board.

Citrix client software configurations shall meet the security criteria established by the
Information Technology Executive Board.
6.14.9.3. Access Profile

The Information Technology Executive Board shall implement controls that prevent the
visibility, by users with remote access, of the entire network environment or systems of CPFL
Group.

6.14.9.4. Remote access for inspections on CPFL Group systems
Remote access for inspections will be granted upon completion of the “Confidentiality
Agreement”.
Such agreement shall be renewed annually.

6.14.10. Periodic Maintenance

The resources listed in the inventory of technological assets shall be kept in good working
order. The Information Technology Executive Board shall implement a periodic maintenance
process according to supplier's guidelines.

6.14.11. Information Transfers

The exchange of information with third parties: sending or receiving files, purchase orders,
receipt or other form of transfer of information such as B2B or B2C, shall be previously
authorized by Person in Charge of the Information. The Information Technology Executive
Board shall verify the implications and define appropriate security standards.

At least the following items shall be verified and defined:

v" Responsibilities in case of error, alteration or loss of information;
v" Technical standards and tools used;
v Protection procedures, verification of sending, receiving and tracking of messages.

6.14.12. Internet Access Means

The Information Technology Executive Board shall give support to user and set up the browser
so that the employees' internet access is only allowed when using the CPFL Group's corporate
network proxy.

6.14.13. Means of access to information
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The use of removable storage devices such as USB ports (pen drive), CD writer, DVD writer,
among others, is not allowed and is disabled.

Such data recording features will not be approved at any time. If need may be for such use,
and after justification, a request shall be sent to the Information Security Committee for
evaluation.

After the assessment, the Officer of the area shall approve the "Statement of Liability for using
removable storage devices" where the risk that the company is exposed to in leaving the device
open will be described, and whenever possible, it will contain the necessary guidelines for risk
mitigation.

6.15. Remote Access and Laptops

Defining security rules for remote access to the CPFL Group's environment and for the use of
portable equipment is extremely important. The rules aim to minimize the risk to which these
types of resources are exposed, such as alteration, theft or destruction of stored information.

6.15.1. General Conditions

CPFL Group implements technical measures, including those of information traceability, which
seek to ensure the security of critical information using Siem tools, and adopts practices in
accordance with Standard 18758 - Management of Logs and Events.

6.15.1.1. Information Protection

CPFL Group information stored on portable equipment shall be protected in proportion to its
value and criticality. This means that users have to protect any and all information in their
custody, whether they are on company premises or elsewhere.

6.16. Remote Access

All remote access to CPFL Group systems shall be through VPN (Virtual Private Network) or
CITRIX. This access shall be analyzed and approved by the Information Technology Executive
Board.

6.16.1. Specific conditions

6.16.1.1. Training

Users shall be informed of the Information Security requirements at the beginning of their
activities at CPFL Group.

6.16.1.2. Communication of Loss or Damage

The user shall promptly report the Information Technology Executive Board any damage,
robbery, theft or loss of any equipment under their custody. Equally important is to immediately
report any suspected breach of security. The user will be held liable if he/she doesn’t report
such loss or damage.

Additionally, a security incident shall be opened through the communication channels made
available by the Information Technology Executive Board.
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6.16.2. Information Protection

The Information Technology Executive Board shall implement encryption tools, when
technically feasible, in all portable equipment containing CPFL Group information.

6.16.3. Backup

The users shall make a backup of the information stored on portable equipment under their
responsibility and shall store their information in proper locations. In case of doubt regarding
standards or procedures, the Information Technology Executive Board shall be contacted.

6.16.4. Antivirus Programs

When applicable, an antivirus application approved by the Information Technology Executive
Board shall be installed on all portable equipment. Such application shall be configured to allow
updating the virus definitions whenever the equipment is connected to a public network.

Likewise other workstations of the company, the antivirus system shall be configured to scan
files, when feasible, whenever new media are inserted (CD-ROM, DVD-ROM, pen-drives or
similar devices).

6.16.5. Other ways of accessing and exchanging Information
Information shall be protected in any form of transmission or storage.
6.16.5.1. Public exhibition

CPFL Group’s information classified as Internal Use or Confidential shall not be read, handled
or discussed in elevators, restaurants, airports, airplanes, trains or other places of public
access.

6.16.5.2. Message System

Users shall not leave messages or confidential information or information for internal use by
the CPFL Group on devices such as answering machines, SMS and messaging applications
(e.g. WhatsApp, Telegram...).

6.16.5.3. Physical Access Protection

Portable equipment, when not in use, shall be physically protected from unauthorized access.
Thus, when moving away from the equipment, users shall use physical access protection
features against theft of anti-theft protection cables, when possible, or store the equipment in
lockers, especially when they are outside the company's premises. Care shall be taken in
places like empty meeting rooms, hotel rooms and training centers.

6.16.5.4. Transport of Portable Equipment

Portable equipment such as notebooks and other portable computers that contain sensitive
information cannot be checked in as baggage.

To prevent damage and theft, those computers shall be carried by traveler as hand luggage.
When transported in private cars or taxis, said equipment shall be placed in the luggage
compartment to prevent theft when the vehicle is stopped in traffic. It is essential in such cases
that the equipment is not seen by other people from outside the vehicle.
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6.16.6. EqQuipment Receipt Protocol

Laptops, cell phones, Smartphones or similar equipment owned by the company cannot leave
CPFL Group's premises without the holder signing the equipment receipt protocol that shall
remain in the possession of the Information Technology Executive Board.

6.17. Emalil

It is necessary to establish rules and clearly define that email is a work tool provided to the
employee for better performance of his/her duties. The use and the information transmitted
shall be according to the rules set out in this document.

6.17.1. General Conditions

6.17.1.1. Company Property

The use of electronic communications systems, and all messages generated or transmitted
through the aforementioned system, is considered property of CPFL Group. Access to the
Electronic Mailbox shall be through specific software that shall be configured by the Information
Technology Executive Board.

Access to the Electronic Mailbox on the cell phone is restricted to leadership positions and
specialists. Access may also be made available to third parties for them to provide their
services.

6.17.1.2. Authorized Use

Electronic communications systems shall be used exclusively for activities related to the
business of CPFL Group. Occasional personal use is permitted so long as:

v" It does not interfere with employee productivity;
v It is not used with priority over any activity of the Company;
v ltis not prohibited by the Information Security Guidelines.

6.17.2. Specific conditions

6.17.2.1. User Identity

It is not allowed to falsify, obscure, suppress or substitute the identity of a user in the electronic
mail system. Username, email address and organizational affiliation shall correspond to reality.

6.17.2.2. Monitored Messages

The equipment is owned by CPFL Group and provided to the employee to carry out his work
activities and, for this reason, is monitored to support maintenance, security, auditing and other
investigations. We advise you not to save documents with personal information and not to use
the tools available for any purpose other than the performance of your activity. Users shall use
electronic communications bearing in mind that CPFL Group reserves the right to examine
their content.

6.17.2.3. Incidental disclosure
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It may be necessary for technical support team to review the content of an individual user's
communications during the course of troubleshooting. The technical support team, however,
cannot review the content of a user's communications out of personal curiosity or for any other
reason unrelated to user support without specific authorization from the Information Technology
Manager.

6.17.2.4. Message Contents
The use of electronic mail to transmit the contents below is not permitted:

Obscene terms or derogatory remarks;

Files containing viruses, games, pornography, music/videos or the like;
Messages for advertising or selling products for private purposes;
Chain letters or "spam”;

lllegal content or activities.
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6.17.2.5. Storage

The storage of email messages in network directories or local disks is only allowed when
previously authorized by the Information Technology Manager.

6.17.2.6. Message Outside the Company

Users of electronic communications shall use all caution when sending messages. Sending
confidential or internal information to people outside CPFL Group without the approval of the
Person in Charge is not allowed.

The Information Technology infrastructure area is in charge of configuring a pre-defined
Standard Signature in the environment according to ATTACHMENT 1.

6.17.2.7. Space Maintenance

The Information Technology Executive Board shall define the message storage capacity and
the type and size of the attachment, according to the duties performed by the employee.

6.17.2.8. Safety Information

When receiving messages of unknown origin or containing dubious attachments, the user shall
not open or execute such attachments and forward such message immediately to the
Information Technology Executive Board.

6.17.2.9. Use of Private Email Account

The use of third-party electronic mail, such as Gmail, Hotmail, Bol, Yahoo or any other is not
allowed.

Specific needs shall be justified in the “statement of liability” for the use of computer resources
or exception regime.

6.18. Internet Access

Everyone who has permission to use this feature shall pay attention to the details of this
document in order to use such feature in a safe and productive way, and only in the
performance of business tasks.

Document No.: | Category: Version: | Approved by: Publication Date: | Page:




Document Type:

— Application Area:

CPFL Document Title:

ENERGIA

6.18.1. General Conditions

6.18.1.1. Internet Access Software

Internet access shall be through specific software (browser). The said software shall be
configured by the Information Technology Executive Board.

6.18.2. Specific conditions

6.18.2.1. Information Reliability

There is no information quality control process available on the Internet. Before using
information received via Internet for decision-making purposes, users shall confirm the validity
of the information with at least one more source.

6.18.2.2. Virus Scan

All files (databases, software object code, spreadsheets, text documents, etc.) received via
Internet shall be verified using the appropriate tools provided by CPFL Group. This scan is
intended to prevent computers from being infected by viruses or other malicious programs.

6.18.2.3. Identity Forgery

Unless tools such as a digital signature or certificate are used, before users provide information,
take out services or carry out any other transaction, the identity of the individuals and
organizations contacted shall be confirmed.

6.18.2.4. Disclosure of Internal Information

Disclosure of Confidential and Internal Use information over the Internet is not permitted.
Before disclosing information, the user shall make sure that it is classified as public.

6.18.2.5. Internet file sharing via virtual disks

The use of file sharing services on the internet is only allowed with tools approved by the
Information Technology Executive Board.

6.18.2.6. Access Passwords

Passwords cannot be recorded in browser programs ("browser"), or similar. Such attitude can
allow anyone present at your workstations to have access to the Internet with your identity.

6.18.2.7. User Authentication
Access to CPFL Group's local Internet is only allowed after user authentication.

6.18.2.8. Authorized Use

Instant communication systems shall be used exclusively for activities related to the CPFL
Group's business. Occasional personal use is permitted so long as:

v It does not interfere with employee productivity;
v' Itis not used with priority over any activity of the Company;
v Itis not prohibited by the Information Security Guidelines.
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6.18.2.9. Monitored Messages

The content and use of electronic communications systems are monitored to support
maintenance, security, auditing and other investigation activities. Users shall use electronic
communications bearing in mind that CPFL Group reserves the right to examine their content.

6.18.2.10. Message Contents
The instant messaging system may not be used to transmit the contents below:

Obscene terms or derogatory remarks;

Files containing viruses, games, pornography, music/videos or the like;
Messages for advertising or selling products for private purposes;
Chain letters or "spam”;

lllegal content or activities.
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6.18.2.11. Internet access permissions

Users shall not use the Internet or other internal information systems for personal use in such
a way that their productivity or that of other users is impaired.

The permission or prohibition of access to categories of websites on the Internet shall be a
high-level decision of the Corporate Security Committee and the Information Technology
Executive Board, based on productivity, security and alignment with business purposes.

The request to release websites to meet business needs shall be formalized with the
Information Technology Executive Board. Specific needs shall be justified in the “statement of
liability” for the use of computer resources or exception regime.

Sites that, in the opinion of the Information Technology Executive Board, put CPFL Group
Assets at risk will only be released after analysis and approval by the Information Technology
Manager.

6.18.2.12. Prohibited Access
Access to websites that display the contents listed below is not allowed:
v Viruses, games, pornography, music/videos, downloading and uploading of files or other
content that is not related to CPFL Group's business purposes and the employee's

professional activity;
v lllegal content or activities.

6.18.2.13. Records

CPFL Group reserves the right to record the User's browsing history, such as websites visited,
access time and information searched in support of maintenance, security, auditing and other
investigations, in case access to the local Internet of CPFL Group.

6.18.2.14. Internet Access in Public Areas
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Regardless of the means where the information is stored, that is, transmitted, each Employee
shall assume a safe and proactive behavior, preventing its leakage to people or means outside
CPFL Group.

If access to any public access networks is necessary, ensure that access to any CPFL Group
information is made through VPN and/or SSL connections.

After using any public access networks, the employee shall disconnect from that network and
turn off the WI-FI signal of his/her device.

6.19. Use of Equipment

This document presents the rules for the use of equipment and systems owned by CPFL
Group. The purpose is to guide employees on how to use the equipment in a productive and
safe way in the performance of their tasks.

6.19.1. General Conditions

6.19.1.1. Systems involved

This guideline applies to all equipment and/or information systems owned or managed by CPFL
Group.

6.19.1.2. Equipment

The physical connection of any equipment to the CPFL Group's data network is not permitted
without the prior knowledge of the IT Executive Board.

Any equipment connected to the CPFL Group's data network that is not owned and managed
by the Information Technology Executive Board will be removed by the IT technical team
without the user's prior authorization, and the equipment owner's manager will be notified of
such breach, if identified.

Equipment example: Wireless Router, Hubs, Switches etc.
Any and all IT equipment acquisition shall be reported to the Information Technology Executive
Board.
6.19.1.3. Authorized use
The information systems and computers owned by CPFL Group are intended for business

activities. Occasional personal use is permitted so long as:

v It does not interfere with employee productivity;
v Itis not used with priority over any business activity;
v It is not contrary to the other provisions of the Information Security Guidelines.

6.19.1.4. Terms of Commitment (employees and/or officers)

Access to the CPFL Group's Information Technology Resources is only allowed after execution
of Commitment Agreements evidencing the employee's commitment to use care with the CPFL
Group's information assets.
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6.19.2. Specific conditions

6.19.2.1. Identification and authentication

Access to CPFL Group's Information Technology resources is only allowed after identification
and authentication in accordance with the Access Control Guidelines.

6.19.2.2. Use of Passwords

Users shall keep secret the access password to the CPFL Group's resources and systems
and protect all information accessed.

All users shall choose passwords that are easy to remember, but that are difficult to identify.
This means that passwords related to work or personal life, such as a license plate number,
spouse's hame or date of birth, should not be used.

Password complexity requirements shall be observed in section 8. (Related Documents) of the
Information Security Guidelines.

6.19.2.3. Repeated Patterns

Users may not use passwords consisting of a basic sequence of characters that change
partially and periodically, based on date or some other predictable factor. For example:
passwords with alphabetical sequence “ABCDE” or numerical sequence “12345”, and logical
sequences such as "A34JAN" in January, by "A34FEV" in February, etc.

6.19.2.4. Password Storage

Passwords cannot be written in places that are easily accessible to third parties such as:
“Mouse Pad”, keyboard, notepads, “post it” or similar items. Besides, passwords shall not be
stored in files recorded on local disks.

6.19.2.5. Password Sharing
The use of the password to access the CPFL Group's resources and systems is personal and
non-transferable.

The user shall keep passwords confidential. Sharing a password or any other mechanism that
allows authentication, exposes the authorized user to responsibility for the actions of another
person who may misuse their access.

6.19.2.6. Password change

Users shall change their passwords periodically and not use the last passwords already
registered.

6.19.2.7. Software and Hardware Settings

The user is not allowed to change the workstation's software or hardware settings, or to install
or remove programs. If there is such a need, the change shall be made by the Information
Technology Executive Board, which is responsible for supporting the user.

6.19.2.8. Equipment Transport
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User is not allowed to change the physical location of equipment, except portable equipment.
Users shall request the Information Technology Executive Board to turn off, pack and transport
any equipment considered to be Information Technology Resources.

6.19.3. Monitoring

The use of Information Technology resources is monitored to support maintenance, security,
auditing and other investigation activities. Users shall use the resources bearing in mind the
fact that CPFL Group reserves the right to examine their content.

6.19.4. Virus eradication

Virus eradication is the responsibility of the Information Technology Executive Board. In the
event of suspected virus infections, the user shall mandatorily turn off the equipment and inform
the Information Technology Executive Board, which shall proceed with the appropriate
measures.

6.19.5. Resource sharing

Resources such as disk or other storage device that are used with the computer on a daily
basis may not be shared. If users may need to share data with each other in order to perform
their duties, they shall use restricted directories on network servers or email.

6.19.6. Information Storage

Information is recommended to be recorded on local disks of desktop equipment when
connected to the corporate network, since files stored locally are not backed up. CPFL Group
information shall be stored in network locations (directories or folders) or databases, where
they will be properly protected against undue access. Storing confidential or strategic
information on shared storage structures is not allowed.

6.19.7. Removable media

It is not recommended to store sensitive information on removable media such as flash drives,
CDs, DVDs or similar.

6.19.8. Modems

The use of modems and dial-up connections in equipment connected to the CPFL Group's
corporate network is prohibited.

6.19.9. Equipment Custody

The user who always or most of the time uses the same computer to perform his duties is
responsible for the equipment. In case of failure or damage, the fact shall be immediately
notified to the Information Technology Executive Board.

6.19.10. Food and Drink

Eating, smoking or drinking using the computers is not permitted. Such equipment is usually
sensitive and can be damaged in the event of an accident.

6.19.11. Equipment Protection

The employee shall log out or activate the screen saver whenever he/she leaves his/her
workplace.
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6.19.12. Printing

The print resource made available for use by employees is intended solely for business
purposes. The following standards shall be followed:

v' The user shall verify that all documents sent for printing have been collected;

v" The user shall monitor the printing of CPFL Group information.

v" When technically feasible, the use of passwords for printing confidential or strategic
documents is mandatory.

6.19.13. FAX or similar

The employee shall ensure the security of confidential information when transmitted by
electronic means such as FAX or similar equipment.

6.19.14. Clean Table

The employee shall keep confidential information properly protected against undue access
during its daily use. The employee shall, at the end of the work shift, save the information as
set out in the Privacy and Information Classification Guidelines.

6.20. Acquisition, Development and Maintenance of Systems

In this document, controls and concepts are objectively described in accordance with good
information security practices to ensure that the processes of acquisition, development and
implementation of systems are carried out with in order to mitigate the risks related to the use
of information, codes of programming and availability of systems owned by CPFL Group.
When necessary, these Guidelines will be detailed in specific procedures and/or standards.
The procedures and controls for vulnerability management, information classification and risk
management shall be applied in the development of secure information systems and in the
adoption of new technologies used in their activities.

6.20.1. General Conditions
6.20.1.1. Roles and responsibilities

6.20.1.1.1. Technical Leader

The technical leader is responsible for interacting with the Information Technology Executive
Board and/or external service agents to ensure that all security settings have been
implemented when acquiring, developing or maintaining systems.

When necessary, the Information Technology Executive Board may consult companies
specialized in Information Security to assess whether implemented controls are in accordance
with the good Information Security practices.

6.20.1.1.2. Project Leader

The project leader is responsible for the critical analysis of software changes, considering
quality and Information Security requirements, and, when necessary, the project leader can
obtain assistance from the Information Technology Executive Board regarding Information
Security requirements.
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6.20.1.2. Third party products

In the case of systems acquired externally that are already complete, known as “off-the-shelf
software”, the technical leader shall follow the software approval procedure that must meet the
applicable Information Security requirements. The Information Technology Executive Board is
responsible for the records and related tax documents.

6.20.1.3. Naming standards

When possible, new systems should be developed adopting a standardized nomenclature,
whether of tables, fields or other necessary components.

6.20.2. Specific conditions

6.20.2.1. Data validation

The technical leader shall define inbound and outbound verification controls. The technical lead
shall specify which part of the processing will deal with the information assets. For such cases,
the Information Technology Executive Board shall assess the need for additional controls.

6.20.2.2. Input data
Consistency checking standards shall be defined for input data. Consistency controls typically
deal with, among others:

v" Value range verification;

v" Checking for missing data or incomplete values;

v Undue alterations, in the case of a paper form;

v" ldentification of responsibilities and authorization for data entry.

6.20.2.3. Output data
Verification controls shall be implemented to identify processing errors; Controls are
recommended to be implemented for, among others:

v’ Verification of processing errors, validation testing;
v Verification and reconciliation if necessary;
v' Assignment of responsibilities according to periodic verification of output data.

6.20.3. Internal processing control

The development methodology shall allow for identification of parts of the system that are
deemed critical points in terms of integrity, availability, confidentiality and performance.

6.20.3.1. Audit trails

Critical operations performed by the systems shall have mechanisms for tracking the actions
performed.

6.20.4. Authentication and Data Security

6.20.4.1. Access Control

The technical leader shall ensure that the new system has at least the following functionalities:
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Possibility of integration with the authentication mechanisms in use at CPFL Group;
Possibility of changing the password by the user;

Security in storage of sensitive information in accordance with the security and
encryption standards defined by CPFL Group;

AN NN

6.20.4.2. Message Authentication

The technical leader shall include protection and verification controls approved by the
Information Technology Executive Board, whenever the system specification includes the
exchange of data or confidential messages with another system.

6.20.5. Requirements verification

The technical leader shall define a test and approval plan. The system can only be put into
production after successful completion of the testing and approval phases.

6.20.5.1. Segregation of environments

The development, testing and production environments shall be completely different
environments. System development and testing on personal equipment or workstations
connected to the corporate network are not permitted.

6.20.5.2. Segregation of Functions

The tasks of developing, testing and moving systems to production shall be performed by
different teams or at least by different users.

6.20.5.3. Data for systems testing

During the development and testing of the systems, real data from the systems in production
cannot be used without authorization of the person in charge of the Asset.

6.20.6. Sources and database access control

The technical leader shall define mechanisms to protect program libraries against unauthorized
changes. In the case of production databases, access shall be restricted to the smallest
possible number of professionals and periodically checked by the person in charge.

If access by other professionals is proven to be necessary, such access shall be released for
a specified period as necessary for the performance of the task, and then withdrawn. Access
shall be monitored by the Person in Charge during use.

6.20.7. Software change control

For any software change, a formal request and approval procedure shall be defined by those
responsible. The controls and procedures shall contain at least:

Registration of change request;

Registration of the version in use and the changed version;

Installation plan that takes into account downtime and possible productivity losses;
Reversal plan that takes into account downtime and possible productivity losses;
Registration of tests and approval of the change by those responsible.

AN NN NN
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6.20.8. Version control

The development methodology shall provide mechanisms for version control of all software
developed or customized by CPFL Group.

6.20.9. Control against Internal Threats

The development methodology shall provide controls that offer protection against “time bomb”,
“trojan horse” or similar threats. Adoption of at least the following controls should be considered:

v' Audit, even if by sampling, of the sources of the systems;
v" Checking system logs for unusual activity;
v Tight change control in the event of any change in the operating system.

6.20.10. Systems documentation

The systems development methodology shall require the creation and maintenance of written
documentation that describes the functionality and components of the system.

At least the following points should be considered:

v' Manuals shall be revised to ensure their didactics and applicability;

v' Documentation shall be updated to reflect changes made to systems;

v' The documentation shall contain information on installation and configuration of the
systems at the stations, when applicable.

6.20.11. Training

Training of employees in the administration and use of systems is essential for safety and
productivity. Training of administrators and users shall be part of the implementation phase of
new systems. Additionally, whenever systems are changed, administrators and users shall be
trained in the new features.

6.20.12. Cryptographic Controls

Sensitive bank transfer data is encrypted and it is recommended that sensitive data sent or
received over communication networks should be encrypted.

6.21. Protection of Personal Data of Individuals

CPFL Group shall maintain a Data Protection Governance Program to be managed by the
Data Protection Department, where the Data Protection Commissioner appointed by CPFL
Group will be assigned, acting in a corporate manner for all companies with direct governance.

CPFL Group looks at security as a non-negotiable value and, therefore, is committed to data
protection and will seek to comply with all legal and regulatory rules applicable to it with the
purpose of assuring the personal data subjects that the information is handled in a safe, ethical,
responsible and informed manner in respect of its real owner.

CPFL Group's commitments to the protection of personal data are summarized below:
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» To respect the privacy and protection of personal data of individuals whose personal
data are handled in its business activities;

* To ensure that personal data will be handled in a transparent, ethical, safe and
responsible manner;

* To take technical and organizational measures to ensure the handling of data in
accordance with the laws and regulations governing the issue;

» To promote the Data Protection culture in companies with direct governance in CPFL
Group;

» To positively influence CPFL Group companies with their own governance to adopt the
Group's privacy and data protection parameters;

» To carry out continuous monitoring of the Data Protection Governance Program in order
to reduce the risks to the privacy of data subjects;

* To ensure the rights of data subjects with regard to their privacy;

» To keep the personal data inventory of the areas that handle personal data of individuals
up to date in the performance of their activities;

» To provide a channel for meeting the rights of data subjects.

The Data Protection Management will guide CPFL Group on the adoption of data protection
rules for the execution of handling operations, including supporting the classification of the
category of data and data subjects under the terms of data protection laws and regulations.

In the fulfillment of the privacy and data protection requirements of compliance with the laws
and regulations related to Data Protection, the Data Protection, Information Security and
Technology Managements will act together, each one within the scope of their technical
competences and according to the duties and tasks assigned to them by CPFL Group.

7. CONTROL OF RECORDS

Identificati Storage _and Protectio Recovery Retention Disposal
on Preservation n (access) and use
. Electronic Access By theme or Until the next -
IS Policy I . document Substitution
(GED) restriction title update

8. ATTACHMENT

ATTACHMENT | — Standard external email message

Esta mensagem (incluindo anexos, se houver) pode conter dados e informacdes confidenciais,
e/ou confidenciais para o destinatario e € protegida pelas leis aplicaveis. Caso tenha recebido
esta mensagem erroneamente, por favor notifique o remetente e providencie imediata
exclusao da original e de qualquer copia, sendo estritamente proibida qualquer divulgacéo,
cOpia ou distribuicdo desta mensagem.
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This message (including any attachments) may contain confidential information and data,
and/or confidential to the recipient, and is protected by applicable laws. If you have received
this message in error, please notify the sender and promptly delete the original message and
any copy, is strictly prohibited any disclosure, copying or distribution of this message.

9. REGISTRATION OF CHANGES
9.1. Employees

Company Department Name

CPFL EIQS Rafael Fedozzi

Paulista

CPF!‘ EIS Mateus Rocha

Paulista

CPFL . o
Piratininga 1JC Michel Franco de Carvalho Ribeiro
C.PFI.‘ . 1JC Vanessa Oliveira Batista
Piratininga

CPFL : ; ;
Piratininga SBE Cassio Henrique Florido
Renewables |PAP Denise Ramos de Lima
Renewables |EIS Everton Duarte

9.2. Changes

Previous Previous : .
Version Version Date Changes from the Previous Version
1.0 11/03/2010 Document creation.
Header and Footer fix and shredder section included in the
1.1 11/30/2010 information destruction chapter
1.2 06/30/2011 Document update
1.3 08/16/2011 Document update
1.4 08/30/2011 Document update
15 03/21/2012 Document Update (Reference Documents and use and
rights Profiles)
1.6 04/12/2012 Document update (Inclusion of specific sections about
Citrix)
Document update (Reference documents and prohibition
1.7 07/18/2012 of access to external email)
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1.8 08/28/2012 Document update (means of access to information)

1.9 11/09/2012 Document update (Information Security
Committee/Segregation of Function):
Document update (Inclusion of the confidentiality

1.10 03/27/2013 agreement for inspections - exhibit)

1.11 03/06/2015 General document review

1.12 08/18/2015 Review of section 17.14. Cryptographic Controls

1.13 08/20/2015 Review do section 12.9.1 VPN and reference documents

1.14 06/20/2016 Review of section 12.2.1. Standardization and Approval of
Technological Resources (Prohibition of installing and
using WhatsApp Web, removal of section 15.2.8,

1.15 12/29/2021 General document review

1.16 03/21/2022 General document review

1.17 04/13/2022 General document review
General revision of the document Update of the document

1.18 06/29/2022 type for Policy, in compliance with Aneel Resolution 964.
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